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About the book

In "Ghost in the Wires," renowned hacker Kevin D. Mitnick invites readers

into the exhilarating and dangerous world of his cyber escapades, where the

lines between technology and ethics blur intriguingly. This gripping

autobiography chronicles his thrilling cat and mouse game with law

enforcement and the lengths he goes to evade capture, all while exposing

vulnerabilities in systems that many take for granted. Through a blend of

clever techniques, audacious heists, and the insatiable quest for knowledge,

Mitnick's story transcends mere digital mischief; it serves as a cautionary

tale about privacy, security, and the power of information in our modern age.

Prepare yourself for an inside look at the mind of a master manipulator

whose exploits continue to resonate in today’s tech-savvy society.
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About the author

Kevin D. Mitnick is a renowned American computer security consultant and

author, widely recognized as one of the most skilled and notorious hackers

of his time. Born on August 6, 1963, in Los Angeles, California, Mitnick's

early fascination with technology and computer systems led him to a path of

both innovation and lawlessness, as he explored the vulnerabilities of the

digital world. Following a highly publicized pursuit by the FBI, Mitnick was

ultimately arrested in 1995, serving five years in prison for his hacking

exploits. His experiences during this tumultuous period inspired his critically

acclaimed memoir, "Ghost in the Wires," where he candidly recounts his

adventures in the world of hacking, the challenges he faced, and the

profound implications of cybersecurity in today's connected society. As a

leading authority on security, Mitnick continues to educate businesses on

protecting their data while advocating for ethical hacking practices.
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Chapter 1 Summary: 1 Rough Start

### Rough Start: Summary

The narrative begins by highlighting the protagonist’s early knack for

circumventing barriers, demonstrated at the tender age of one and a half

when they figured out how to escape their crib. Growing up as an only child

in the San Fernando Valley, California, after their father left when they were

three, the protagonist's life revolved around their mother, Shelly, who

worked tirelessly as a waitress to support them. With frequent relocations,

the protagonist struggled to form friendships and instead engaged in solitary

activities. They exhibited exceptional academic prowess, particularly in

mathematics and spelling, yet faced challenges due to hyperactivity.

Shelly's tumultuous relationships added complexity to their childhood; she

married three times and had several boyfriends, one of whom abused the

protagonist, while another, a law enforcement officer, molested them.

However, Shelly's decisiveness in removing these men when she discovered

the abuse allowed her child to then channel their feelings of defiance

towards authority figures.

Summers stood out as the most enjoyable times, especially days spent

swimming at Santa Monica Beach while Shelly relaxed nearby. The early
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spark of the protagonist's life course ignited at age ten when they developed

a crush on a neighbor's daughter. However, it was her father's talent as a

magician that captivated the protagonist, leading them to discover the allure

of deception and the delight of audiences when enthralled by magic tricks. 

A nearby magic store became a regular hangout, marking the beginning of a

deeper interest in the art of deceit. A pivotal moment occurred when a bus

driver, Bob Arkow, engaged the protagonist with talk about ham radio,

which sparked a fascination that led to acquiring a ham radio license—an

impressive feat for a pre-teen. This newfound hobby not only satisfied their

curiosity about technology but also set the stage for further exploration into

telecommunications.

With grades slipping into benign neglect during middle school, the

protagonist spent time at a ham radio store, yearning to learn more about

radio theory. Their ambitions expanded into community service through ham

radio, aiding local organizations like the Red Cross and the Special

Olympics.

As adolescence dawned, the protagonist began exploiting public

transportation, thinking creatively about how to ride for free. They

manipulated a bus driver into giving them a bus transfer puncher under the

guise of a school project. Using this newfound power, the protagonist

resorted to "Dumpster-diving" to collect used bus transfers, signaling the
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start of many manipulative acts.

Along the way, a friendship blossomed with Richard Williams, a fellow bus

enthusiast, though their backgrounds diverged—Richard rode for free as a

bus driver’s son. As the protagonist began to adopt Richard's unhealthy

eating habits, a schoolmate's teasing about their weight failed to deter them

from this path. Instead, with support from their mother and father, the

protagonist felt no remorse for their cunning behavior, leading to a pivotal

lesson learned from an innocent shopping trip that would soon take their life

in a new, albeit unfortunate, direction. 

This chapter sets the stage for understanding the protagonist's

complexity—one shaped by youthful innocence, intelligence, and a penchant

for bending rules that would later influence their life choices.
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Chapter 2 Summary: 2 Just Visiting

In the chapter titled "Just Visiting," we follow a young protagonist, who is

 on the cusp of adolescence, as he navigates the complexities of growing up

while developing a keen interest in technology and social engineering. The

story begins with his experience preparing for a bar mitzvah, a significant

Jewish rite of passage that includes reading a passage from the Torah in

Hebrew. Although not particularly religious, his family emphasizes this

tradition, and he ultimately succeeds with the help of a private tutor after

being expelled from Hebrew school.

Following his bar mitzvah, he receives gifts, notably U.S. Treasury bonds,

which seed his adventures in self-education and technology. Drawn to the

"Survival Bookstore" in a rough part of North Hollywood, he takes a deep

dive into the world of social engineering, inspired by iconic figures like

Bruce Lee and Houdini. The bookstore's array of underground knowledge

fuels his curiosity about manipulating systems and people's perceptions,

leading him to study various tactics, including lockpicking and acquiring

new identities via books like "The Paper Trip."

His fascination with telecommunications grows through encounters with

peers, particularly Steven Shalita, a brash classmate skilled in “phone

phreaking”—the art of manipulating telephone systems. Steven teaches him

astonishing tricks, such as how to connect calls without revealing numbers,
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igniting the protagonist's ambition to learn more.

As he hones his skills, he learns the art of social engineering by mingling

with other phreakers and studying telecommunications systems. The core of

his technique revolves around thorough reconnaissance of the company or

system he intends to manipulate, allowing him to convincingly impersonate

insiders when making inquiries. With audacity, he often presents himself as

an employee from a different division to extract sensitive information.

His escapades escalate as he branches into computer programming classes at

Monroe High, where his undeniable aptitude and penchant for mischief lead

to trouble. He hacks into school systems to extract passwords and gains

unauthorized access to nearby college computers, where he inadvertently

contributes to the development of foundational cybercrime. 

Along the way, he's sometimes escorted out by authorities, yet the transient

nature of his breaches only fuels his determination. His friendship with

Lewis De Payne, a fellow enthusiast from ham radio circles, rounds out this

formative time, leading to various pranks that exploit their technology skills,

including humorous hijinks at fast-food drive-thrus.

The chapter culminates in a daring incident at a local telephone company,

where he utilizes his social engineering expertise to gain unauthorized access

to a central office. After a tense encounter with a security guard, he narrowly
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escapes potential legal repercussions by expertly manipulating his way out,

showcasing both the thrill and risks of his adventurous pursuits.

Ultimately, this chapter illustrates the protagonist's evolution from a curious

young boy into a talented, albeit mischievous, social engineer,

foreshadowing a future filled with further challenges and exploits. His innate

gift for persuasion and manipulation serves as both a tool for exploration and

a potential pathway to trouble, setting the stage for his continued journey

into the shadows of technology and crime.
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Chapter 3 Summary: 3 Original Sin

### Chapter Three: Original Sin

In this chapter, the protagonist delves deeper into the world of hacking and

social engineering, showcasing the thrill and dangers of their exploits.

The narrative begins with the protagonist's fascination with retrieving

confidential information using the resources available at the Department of

Motor Vehicles (DMV). They cleverly impersonate a law enforcement

officer to obtain internal numbers, which would enable access to sensitive

data, such as driver’s license details and home addresses. This demonstrates

their growing skills in manipulation and deception.

Their phone phreaking activities—a form of hacking that exploits telephone

systems—also escalate. Utilizing various techniques, they engage in

elaborate pranks with friends and convince telephone company staff to

provide internal information. This playful yet risky behavior highlights the

protagonist's youthful bravado and disregard for consequences. They enjoy

the rush that comes from outsmarting the systems and authorities, viewing it

as a personal game.

As the protagonist develops a reputation in the hacking community, they
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befriend more experienced hackers, particularly Dave Kompel and Neal

Goldsmith, who introduce new challenges and expectations. To gain their

respect, the protagonist is tasked with breaching a formidable computer

system called "the Ark." In a thrilling sequence, they employ social

engineering to extract usernames and passwords from unsuspecting

technicians at Digital Equipment Corporation (DEC). This showcases the

protagonist's ingenuity and adaptability; they cleverly craft a persona to gain

access, which further cements their identity as a skilled hacker.

However, trust proves to be fragile. After successfully accessing the Ark and

gathering sensitive information, the protagonist learns that their new friends

have betrayed them to the authorities, alleging that they are the hacker

responsible for system breaches. This betrayal reinforces a recurring

theme—trust is a liability in the realm of hacking.

The chapter takes a darker turn as the protagonist's illegal activities draw the

attention of the FBI. A confrontation with an agent named Robin Brown

serves as a wake-up call, where the agent warns them of severe

consequences for their actions. Interestingly, this encounter doesn't deter the

protagonist, who continues to engage in hacking for personal amusement,

oblivious to the mounting risks.

As they explore their skills further, they unwittingly drag another young

hacker, Micah Hirschman, into a situation that results in FBI scrutiny. The
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subsequent fallout underscores the volatile nature of their pursuits, with both

boys facing imminent repercussions for their activities.

Eventually, during a hacking session at UCLA, the protagonist is

apprehended by campus police after being found accessing restricted

systems. This chapter culminates in a tense moment, as authorities uncover

evidence of their illicit activities. However, the university opts not to pursue

charges, leaving the protagonist temporarily unscathed but with a growing

sense of unease about the unpredictable nature of their lifestyle.

Throughout this chapter, themes of curiosity, betrayal, and the allure of

forbidden knowledge intertwine, depicting the protagonist's tumultuous

journey through the early days of hacking, marked by both triumphs and

foreshadowing of future challenges.
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Critical Thinking

Key Point: The Fragility of Trust

Critical Interpretation: Imagine standing at the precipice of potential,

much like the protagonist, where each interaction could either bolster

your ambitions or lead to a spectacular downfall. This chapter reminds

you that trust, while invaluable, can swiftly erode in the pursuit of

personal goals. It teaches you that it’s essential to be discerning about

whom you confide in and to understand that not everyone shares your

vision or integrity. In your own life, as you navigate relationships and

collaborations, remember this lesson: safeguard your trust and be

mindful of how it can be tested, for the impacts can shape your

journey profoundly.
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Chapter 4: 4 Escape Artist

Escape Artist

The chapter opens in the context of a phone phreaking convention that took

place over Memorial Day Weekend in 1981, where the protagonist, Kevin

Mitnick, and his friend Lewis De Payne connect with fellow tech enthusiasts

at a Shakey’s pizza parlor. These gatherings, often viewed as gatherings of

socially awkward geeks, eventually center around COSMOS, a powerful

computer system owned by the Pacific Telephone Company. Kevin and

Lewis, possessors of access to COSMOS, huddle with their newly

introduced friend Mark Ross, who is well-versed in phone systems and

whom they consider reliable. 

Motivated by curiosity and the thrill of exploration, they devise a plan to

engage in "Dumpster diving" near the COSMOS building, hoping to recover

valuable information. Their search yields minimal results, leading Kevin to

suggest a bolder plan: infiltrating the building itself. The trio braves the

guard, employing a mix of charm and confidence to gain entry, with Kevin

pretending to be an employee. This marks the beginning of their risky

adventure.

Once inside, the trove of information they uncover exceeds their
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expectations—a folder containing dial-up numbers for all wire centers in

Southern California, a goldmine for anyone skilled in phone phreaking.

However, their fortune doesn't end there; Kevin stumbles upon a sheet

labeled "Passwords," prompting excitement and greed. Ignoring the prudent

choice to leave, they decide to acquire COSMOS manuals that contain

critical information about the system. As they leave the building, the guard

appears none the wiser.

Afterward, a plan to photocopy the manuals spirals into complications.

Failing to locate a copy shop at the late hour, fear sets in, and Kevin entrusts

the manuals to Lewis for safekeeping. Unfortunately, Lewis’s indiscretion

leads to their exposure when he divulges their secret to Susan Thunder,

whose affiliation with them poses risks. Rattled, the phone company tips off

law enforcement, setting the stage for the pursuit of Kevin.

One fateful day, while leaving his job as a receptionist, Kevin encounters a

suspicious Ford Crown Victoria, and as paranoia envelops him, he realizes

he is being followed. Despite the urge to flee, he pulls over, culminating in

his arrest. Cuffed and frightened, he’s confronted by officers who mistake

his hacking for something much more sinister, revealing the undercurrents of

misunderstanding that accompany his actions.

A botched attempt at claiming his juvenile rights escalates his situation,

leading him to a holding cell where he is stripped of agency—a sharp
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contrast to his previous autonomy as a hacker. The authorities, viewing him

through a lens of hysteria, struggle with the concept of a hacker without

malicious intent, perplexed by his motivations. Detractors amplify stories,

erroneously labeling him a terrorist, transforming his antics into alarming

headlines. 

Amid the ensuing chaos, Kevin is subjected to a psychological evaluation at

the California Youth Authority, where interactions with violent offenders

starkly reflect his own deviation from their crimes. This experience fosters

an understanding of his status as a prodigy in the digital realm, not a

hardened criminal. His eventual release comes with serious strings

attached—a probation officer, Mary Ridgeway, whose biases assemble a

narrative that constricts his already limited freedom moving forward,

highlighting the societal reaction to youthful rebellion imbued with

technology.

As part of his probation, Kevin is mandated to attend counseling sessions.

His therapist, Roy Eskapa, discovers a shared interest in hacking, forming a

unique bond with Kevin against the backdrop of a stifling legal system.

Their discussions lead to Eskapa’s revolutionary view that hacking can be

understood as an addiction, reshaping how the court perceives Kevin’s

activities in the future.

Tension escalates when Kevin resurfaces at USC with his friend Lenny
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DiCicco, where a newfound vulnerability in better systems leads them down

a familiar path of illicit exploration. Unbeknownst to them, their actions

attract attention after administrators recognize Kevin and contact the

authorities. 

What starts as an exhilarating venture quickly spirals into chaos when

campus police interrupt their activities, leading to a brief but impactful

escape involving clever use of a hidden handcuff key. Caught once more,

Lenny and Kevin face serious repercussions, forcing Kevin’s arrest by the

LAPD and the reestablishment of his troubled cycle with the law, igniting

fears of the consequences this time around.

This blend of thrill-seeking exploration and the subsequent clash with legal

authority cements the chapter's tense narrative, showcasing how Kevin's

technological prowess often leads him into dangerous waters. Each incident

serves as a stark reminder of the risks inherent in pushing boundaries and

testing limits, both in the realm of technology and the fabric of law and

society. Ultimately, the saga leaves readers questioning the nature of justice

in the face of youthful ingenuity.
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Chapter 5 Summary: 5 All Your Phone Lines Belong to
Me

Chapter Summary: All Your Phone Lines Belong to Me 

After being sentenced, the protagonist was transferred to a classification

facility in Norwalk, where he discovered a well-stocked library filled with

law books. Seizing the opportunity, he helped fellow inmates with legal

research, which fostered a sense of purpose. He even uncovered procedural

manuals governing the California Youth Authority (CYA), realizing that his

counselor had recommended him for a dangerous prison—Preston—based

on misconceptions surrounding his background as a "white-collar" criminal.

Delving into the manuals, he found criteria for proper facility assignment,

emphasizing proximity to family and rehabilitation, which Preston did not

meet. Armed with this knowledge, he appealed his placement, ultimately

convincing an arbitrator to transfer him to Karl Holton, a facility with

college programs. The improved conditions and regular visits from his

family helped ease his sentence, although he dealt with bothersome

regulations like poorly designed razors.

After serving six months, the protagonist was conditionally released under

unusual terms—no “darkside hacking,” a term that would later become
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synonymous with his identity in the media. Post-release, he briefly worked

in software development at 20th Century Fox until union rules led to his

termination.

Danger loomed again when his parole officer hinted at trouble; an encounter

with a disgruntled individual in the ham radio community led to accusations

of a hack that he didn’t commit. This resulted in his arrest and a brief stay in

the Van Nuys jail, where he cleverly leveraged connections from a previous

favor to manipulate the phone lines for free calls. Despite the dire

surroundings, he worked to prepare a defense, and he was quickly

transferred back to Norwalk, where his previous familiarity with the guards

served him well.

Facing the parole board again, he managed to communicate that the charges

were baseless, relying on tech-savvy arguments to navigate the legal

landscape. After a short extension of his stay, he was released once more.

Desiring to stay ahead of the law, he devised a plan to vanish before the

expiration of the Youth Authority’s jurisdiction. With support from friends

and family, he fled to Oroville, adopting the alias "Michael Phelps" to reset

his life. His time with a retired couple was a stark contrast to his past: filled

with routine, farm life, and devoid of technology. However, he found solace

in biking to libraries and attending a local Criminal Justice course, where his

knowledge of the law and the judicial system deepened. 
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After four months, he was notified that the CYA no longer had jurisdiction

over him, although marked "dishonorably." Undeterred, he returned to Los

Angeles, eager to reunite with old friends, particularly Lenny DiCicco, who

had promising news about a job opportunity awaiting him. The chapter

concludes on a note of anticipation, suggesting that the adventures of the

protagonist are far from over.

Section Details

Setting Transferred to a classification facility in Norwalk

Discovery Well-stocked library; helped inmates with legal research

Procedure
Insights Found CYA procedural manuals; unjust placement in Preston

Appeal Result Convinced arbitrator to transfer to Karl Holton with better programs

Release Terms Conditionally released; no "darkside hacking"

Job Experience Short position in software development at 20th Century Fox

New Trouble Arrest due to accusations linked with ham radio incident

Jail Tactics Used connections to manipulate phone lines for calls

Parole Board Tech-savvy arguments helped communicate innocence

Plan to Evade
Law Adopted alias "Michael Phelps" to escape jurisdiction

Life Shift Living with a retired couple, routine farm life, minimal technology
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Section Details

Educational
Pursuit Attended local Criminal Justice course, deepened legal knowledge

Jurisdiction
Update No longer under CYA jurisdiction (marked "dishonorably")

Conclusion Returning to Los Angeles, potential job opportunity with Lenny
DiCicco
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Critical Thinking

Key Point: The power of knowledge and resourcefulness in adversity

Critical Interpretation: Imagine finding yourself in a challenging

situation, perhaps feeling trapped or misunderstood. Just like the

protagonist in Chapter 5 of 'Ghost in the Wires,' who discovered a

wealth of legal knowledge while incarcerated, you too can harness the

power of knowledge to advocate for yourself and navigate obstacles.

Embrace your ability to learn and think critically, using

experiences—whether they be painful or enlightening—as tools for

growth. In times of adversity, you can choose to empower yourself

through the resources available to you, whether they be books, support

from others, or personal wisdom. This mindset not only equips you to

overcome your current challenges but also inspires you to help others

along the way, fostering a sense of purpose and community.
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Chapter 6 Summary: 6 Will Hack for Love

Chapter Summary: Will Hack for Love

The narrative unfolds with Lenny DiCicco’s past exploits at Hughes

Aircraft, where he befriended a security guard to gain unauthorized access to

sensitive computer systems. His excitement was palpable when he

introduced the narrator, Kevin Mitnick, to a Hughes VAX computer

connected to the Arpanet, the precursor of the internet, which linked various

academic and governmental institutions. Lenny had successfully

social-engineered his way into the National Computer Security Center’s

system, revealing both his skills and arrogance. Their hacking session

yielded minimal information, but this brief encounter would have lasting

consequences.

Motivated by his ambitions for a job at General Telephone, Kevin enrolled

in the Computer Learning Center, a technical school offering a quick

certificate program. Funded by grants and loans, Kevin had to adapt to the

school’s requirement of dressing professionally, something he had not done

since his bar mitzvah. The coursework focused on assembler language—a

challenging yet rewarding programming approach. Secretly, Kevin

continued hacking, notably challenging Pacific Bell's defenses, leading to a

complex cat-and-mouse game involving switch systems.
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In a bold endeavor, Kevin aimed to penetrate the Switching Control Center

System (SCCS) by posing as an IT technician seeking support. Through

strategic social-engineering, he obtained access to secure systems, allowing

him and Lenny to exert extensive control over phone networks across the

country, including those servicing the NSA. Kevin’s successful

eavesdropping on conversations within the NSA represented a pinnacle of

his hacking achievements, although he refrained from exploiting his

newfound capabilities.

As their hacking escapades escalated, Pacific Bell learned of their

unauthorized access yet chose not to pursue legal action for fear of wider

exposure. Meanwhile, Lenny faced scrutiny from the FBI after being linked

to the Dockmaster incident, eventually implicating Kevin in a desperate

attempt to save himself.

The narrative takes a personal turn when Kevin develops feelings for

Bonnie, a fellow student at the Computer Learning Center. Despite his

insecurities about his appearance and weight, he pursues her, successfully

securing a date after discovering her engagement’s underlying issues. Using

his intrusive hacking skills, he reveals financial discrepancies about her

fiancé, leading to her decision to break off the engagement. Their

relationship blossoms over shared interests and hikes, marking Kevin’s first

meaningful romance.
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Upon graduation, Kevin embraced a brief career at GTE, the same company

he had long targeted as a hacker. However, when corporate security caught

wind of his past, he was swiftly terminated, and his short-lived success was a

bitter disappointment.

Kevin’s attempts at reestablishing his career continued with a promising job

offer from Security Pacific National Bank. Yet, his past caught up with him

once again as questions about his background, including allegations of

dumpster diving for information, led to the offer being rescinded. The bank

later faced a scandal involving a false press release claiming significant

losses, a malicious act wrongfully attributed to Kevin, further entrenching

the myth around his notorious reputation. 

Amid these challenges, Kevin found solace in his relationship with Bonnie,

though he couldn’t shake the feeling that it was too good to last. With a

backdrop of constant uncertainty, the chapter paints a vivid picture of both

Kevin’s hacking journey and his romantic entanglements, driven by a

relentless search for identity and acceptance.
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Critical Thinking

Key Point: The power of social engineering can change lives and

create unexpected connections.

Critical Interpretation: Imagine harnessing the art of persuasion and

relationship-building in your own life. Just like Kevin and Lenny

utilized their charm and strategic thinking to gain access to restricted

systems, you too can leverage your interpersonal skills to connect

deeply with others, open doors to new opportunities, and transform

obstacles into stepping stones. This approach not only empowers you

to navigate challenges but also fosters a network of support,

encouraging growth and resilience in both personal and professional

realms.
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Chapter 7 Summary: 7 Hitched in Haste

Chapter Seven: Hitched in Haste

As Kevin reflects on his relationship with Bonnie, he recalls her sweet

nature and their shared experiences, such as trips to the beach and hikes in

nature. Their bond deepened after he faced two job losses, leading him to

spend more time at her apartment where they eventually fell into a

comfortable routine that felt like cohabitation without a formal commitment.

However, Kevin's bliss was marred by a secret obsession: hacking. While

Bonnie believed he was attending night classes at UCLA, he was actually

collaborating with a friend, Lenny DiCicco, to hack into various computer

networks. This deception weighed heavily on him, even affecting his

relationship with Bonnie, who began to spend lonely evenings while he

gamed out of sight.

Despite his obsession, they began talking about marriage, and Kevin started

saving money for a wedding. However, the same skills that brought him

comfort would soon lead to turmoil. One fateful day, Bonnie returned home

to find their apartment ransacked. Rather than a simple burglary, it was a

police raid linked to Kevin’s hacking activities at Santa Cruz Operations. In

a moment of panic, Kevin learned his hidden stash of cash was laid out
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alongside a search warrant, indicating that everything he had meticulously

built was crumbling.

Desperate, Kevin called Bonnie and met her at a local park, where he

reassured her that it wasn’t as severe as it seemed. Yet deep down, he feared

the repercussions not only for himself but for his loved ones. Amidst this

chaos, Bonnie displayed unwavering support, emphasizing the strength of

their commitment to one another despite the predicament.

As the legal fallout unfolded, Kevin's attorney fees quickly emptied his

wedding savings. The couple reconciled their living situation by getting

married in a minimalistic ceremony to ensure Bonnie's legal protection.

While their marriage lacked the joyous celebration Bonnie had once

envisioned, it was underscored by love and loyalty. Later, Bonnie's mother

hosted a reception that was a joyful contrast, allowing them to finally share a

more traditional wedding experience with family.

The legal troubles escalated as Santa Cruz Operations filed a significant

lawsuit against Kevin, further complicating matters. However, a

breakthrough occurred when the company offered to drop the civil suits if he

would reveal how he hacked into their systems. Kevin complied, detailing

his methods, which were more about social engineering than technological

prowess.
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As they navigated their new reality, the couple's relationship continued to

evolve against the backdrop of looming legal challenges. Although Bonnie’s

mother remained distant due to the circumstances of their marriage, the

couple pressed on, even as they faced accusations from Pacific Bell

concerning Kevin's hacking activities.

With Bonnie’s unwavering support and a focus on their legal defense, they

managed to find a sense of normalcy. However, Kevin's hacking pursuits

intensified once again, leading him to a community college where he

unwittingly became embroiled in another hacking incident that put both him

and Lenny at risk of further legal trouble.

Despite narrowly escaping consequences there, the incident reinforced the

risks that Kevin kept taking in a tumultuous chapter of his life, one marked

by love, deception, and the ever-present allure of the hacking world. This

ultimately set the stage for future conflicts that would further define his

journey.
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Chapter 8: 8 Lex Luthor

In Chapter Eight, we delve into the world of Kevin Mitnick and his partner

 Lenny as they embark on a cunning hacking operation targeting Digital

Equipment Corporation’s VMS operating system. Their plan centers around

obtaining the source code to identify and exploit security vulnerabilities.

Utilizing social engineering tactics, the duo cleverly manipulates employees

at DEC, posing as legitimate operators to gain unauthorized access to the

VMS development cluster.

Lenny engineers a covert method to connect to DEC's systems using a

dormant account, allowing them to bypass security audits. Once logged in,

they quickly locate the coveted VMS source code and disable security

measures, facilitating the establishment of backdoor user accounts for future

access. Their hacking exploits yield valuable intelligence, including an email

thread detailing security updates and vulnerabilities reported by a talented

graduate student named Neill Clift.

As Mitnick and DiCicco dive deeper into their hacking, they collaboratively

hone patches developed by a German hacker group known as the Chaos

Computer Club. These patches give them enhanced capabilities to control

the VMS system while eluding detection. Their efforts involve transferring

vast amounts of source code to external locations for safekeeping.
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The chapter takes a turn as Mitnick and Lenny's actions attract DEC's

attention. Security measures intensify, prompting the duo to adapt their

tactics, yet they remain undeterred, demonstrating a formidable

determination rooted in the thrill of the challenge. Their clandestine

operations unfold amidst scrutiny from both corporate security and law

enforcement, leading to a high-stakes game of cat and mouse.

Irony takes center stage as Mitnick runs into unforeseen trouble with Lenny.

In a series of betting challenges on their hacking skills, Lenny’s jealousy

transforms friendship into betrayal. After a noteworthy moment where

Mitnick discovers Lenny's digital door lock code by chance, their rivalry

escalates. This culminates in Lenny alerting authorities about their activities,

resulting in a dramatic FBI sting operation during one of their night

operations.

The arrest unfolds in a surreal manner for Mitnick, who finds himself

handcuffed and brought to Terminal Island Federal Prison. This new reality

starkly contrasts his previous lifestyle, filled with adrenaline-fueled exploits.

While the initial psychological impact of imprisonment weighs on him, he

finds solace in the camaraderie of fellow inmates.

Mitnick's depiction in the courtroom becomes a narrative of its own, as

exaggerated claims from the prosecution paint him as a menacing figure akin

to a criminal mastermind. The magistrate’s response is shocking, leading to

Listen It

Scan to Download

https://ohjcz-alternate.app.link/e3PAcUtfeYb
https://ohjcz-alternate.app.link/zWumPVSnuOb


his placement in solitary confinement—a stark representation of the

consequences associated with his hacking activities.

As Mitnick navigates the ins and outs of prison life, he reflects on his

turbulent past and the decisions that led him to this point. With whispers of

potential plea deals and eventual release, he wrestles with feelings of

betrayal and loss, particularly surrounding his relationship with his wife

Bonnie. Their separation compounds his emotional turmoil, as he grapples

with her moving on with another friend.

Ultimately, this chapter encapsulates Mitnick's descent from a self-styled

hacker to a federal prisoner—a cautionary tale colored by themes of

ambition, betrayal, camaraderie, and the search for redemption amid chaos.

Through cunning exploits and personal tribulations, the intense dynamics of

Kevin’s life chart a course teetering between brilliance and peril.
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Chapter 9 Summary: 9 The Kevin Mitnick Discount Plan

The Kevin Mitnick Discount Plan: Summary

In 1991, amidst the bustling chaos of the Consumer Electronics Show (CES)

in Las Vegas, Kevin Mitnick concocts a daring plan to ensure privacy for his

phone conversations using a Novatel PTR-825 cell phone. With the

convention's cacophony serving as background noise, Kevin sets out to

manipulate his phone's electronic serial number (ESN) to mask his identity

and make untraceable calls.

Each cell phone has a unique ESN vital for tracking user activity, and

Kevin's scheme involves changing his phone's ESN to impersonate

legitimate subscribers. He initiates the ruse by calling Novatel’s engineering

department, posing as a colleague needing urgent technical support. His

feigned urgency persuades a Japanese engineer named Kumamoto to

mention a special firmware that permits ESN changes, a revelation that

ignites Kevin’s excitement for the project.

With Kumamoto’s agreement to send modified chips, Kevin faces the

challenge of receiving them without revealing his true identity. Ingeniously,

he arranges for the chips to be picked up by crafting a believable story for

Novatel’s secretary, a trickster's craft he has honed over years of social
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engineering.

Meanwhile, he cleverly gathers real phone numbers and ESNs from a nearby

store, setting the stage for using the chips. The next day, his friend Alex

Kasperavicius, a tech-savvy partner in adventure, arrives to help him execute

the plan without raising suspicion. Kevin is well aware of the risks involved,

knowing Federal agents could potentially be monitoring his activities.

The tension builds as Alex picks up the delivered package from Circus

Circus. When he returns, the trio gathers at the Peppermill restaurant with

Lewis De Payne—once Kevin's friend, now his ex-wife's lover—who plays

a crucial role in assembling and programming the phone with the new

firmware.

As Lewis meticulously modifies the phone, Kevin holds his breath, knowing

that the success of their hack hinges on this moment. Once reconstructed,

Kevin enters the secret code to change the phone’s ESN. The display

confirms the switch: it works! Kevin can now place calls that will appear to

be originating from someone else, thus achieving a powerful form of

anonymity.

Though elated by his newfound "invisibility," Kevin reflects on the

implications of his triumph. This hack reignites his past interests, leaving

him questioning whether he has truly stepped back into the world of hacking
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or merely seized a fleeting opportunity. Regardless, he relishes the thrill and

the dangerous advantage he has gained. 

This chapter captures Kevin's audacious spirit as a master social engineer,

deftly maneuvering through conversations and technologies to carve out his

own success in the shadows of the digital age.
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Chapter 10 Summary: Acknowledgments

### Acknowledgments Summary

In the acknowledgments of his memoir, *Ghost in the Wires*, Kevin

Mitnick expresses profound gratitude to those who played pivotal roles in

his life, particularly his mother, Shelly Jaffe, and grandmother, Reba

Vartanian. He reflects on their unwavering support, especially during his

struggles with the law related to his hacking activities. Their influence

taught him values of empathy and sacrifice, pushing him to change for the

better.

Mitnick reminisces about the mixed relationship with his late father, Alan

Mitnick, highlighting fond memories of fishing trips and the support he

provided during Kevin's contentious legal battles. He also honors his aunt

Chickie Leventhal, who was instrumental during his early legal troubles, and

acknowledges the loss of his cousin Trudy Spector, a source of love and

refuge during troubling times.

Friendships also play a crucial role in his journey, as he thanks his loyal

companion Michael Morris and many others who stood by him during his

trials. Notably, he recognizes his writing partner Bill Simon, who expertly

collaborated with him to craft the memoir in a reader-friendly manner while
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retaining accuracy. 

Furthermore, he expresses appreciation for those in the legal community

who defended him, alongside his former hacking partner Lewis De Payne

and various friends, including Eric Corley (Emmanuel Goldstein) and Alex

Kasperavicius, who actively participated in the "Free Kevin" movement. 

Mitnick acknowledges the support of a myriad of individuals, including

family, friends, legal advisors, and even past romantic connections, who

contributed to his narrative and shaped his character. He reflects on the

collective efforts of all these people, which made his journey through both

dark times and eventual redemption possible.

In closing, Bill Simon shares his own gratitude, emphasizing the challenges

faced while co-authoring with Mitnick, yet celebrating the strength of their

friendship and the contributions from others that enhanced the book.

Together, they recognize the historical context of Mitnick’s story and the

myriad influences that helped shape his life and work, ultimately portraying

a profound tale of resilience and transformation.
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Chapter 11 Summary: Photo Inserts

### Summary of Chapters

Prologue  

The introduction sets the stage for Kevin Mitnick's journey from a

mischievous child fascinated by magic tricks to one of the most notorious

hackers in history. It’s a glimpse into his early life, highlighting the seeds of

his interest in technology and the skills he would later exploit.

1. Rough Start  

This chapter explores Mitnick's challenging upbringing, marked by divorce

and instability. It delves into how these experiences shaped his character and

led to his fascination with manipulation and deception, foreshadowing his

later exploits.

2. Just Visiting  

Here, Mitnick recounts his initial forays into the world of hacking,

emphasizing the thrill of exploration and discovery in technology. This

chapter outlines the friendships and connections he built within the hacking
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community, setting the stage for his future collaborations.

3. Original Sin  

The narrative progresses to Mitnick's first significant hack, showcasing his

ingenuity. This act establishes his reputation and draws the attention of law

enforcement agencies, marking the beginning of his tumultuous relationship

with authorities.

4. Escape Artist  

In this chapter, Mitnick learns the art of evasion, both digitally and

physically. He becomes proficient at disappearing from law enforcement

radar, employing clever tactics to evade detection, thus highlighting his

cunning skills.

5. All Your Phone Lines Belong to Me  

Mitnick's hacking exploits become more audacious as he begins to intercept

phone lines. This chapter illustrates his technical prowess while hinting at

the ethical dilemmas he faces, as his actions cross into criminal territory.

6. Will Hack for Love  
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As his hacking activities escalate, so does his personal life, particularly his

romantic endeavors. Mitnick finds himself in a relationship that intertwines

with his hacking lifestyle, adding an emotional layer to his story.

7. Hitched in Haste  

Mitnick's impulsive nature leads him to a hasty marriage, reflecting his

desire for connection amidst his chaotic life. This decision ultimately

complicates his circumstances, intertwining personal stakes with his

criminal undertakings.

8. Lex Luthor  

Drawing parallels to the comic book villain Lex Luthor, this chapter

examines Mitnick's growing notoriety and the persona he cultivates as a sort

of anti-hero. The societal perception of hackers as villains begins to take

shape.

9. The Kevin Mitnick Discount Plan  

Mitnick's resourcefulness shines as he devises a plan to leverage his skills

for financial gain. This chapter explores his ethical justifications for his

actions and the blurred lines he navigates in pursuit of his goals.
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10. Mystery Hacker  

As law enforcement intensifies their investigation, Mitnick adopts a more

cautious and enigmatic approach. This chapter highlights his growing

notoriety in the hacking community as he transforms into a sort of mythic

figure.

11. Foul Play  

The narrative shifts to the authorities as they begin closing in on Mitnick.

Betrayal and deceit become prevalent themes as he learns that not everyone

in his circle is trustworthy.

12. You Can Never Hide  

Despite his best efforts to remain elusive, Mitnick realizes that the walls are

closing in on him. This chapter emphasizes the relentless pursuit by law

enforcement and his growing paranoia.

13. The Wiretapper  

As the stakes get higher, Mitnick’s relationships with others deepen, and the

threats around him escalate. This chapter examines the cat-and-mouse game

between him and the FBI, with wiretaps and surveillance becoming routine.
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14. You Tap Me, I Tap You  

Mitnick starts to turn the tables on his pursuers, employing

counter-surveillance tactics and strategies to outsmart law enforcement. His

cleverness in manipulating technology takes center stage.

15. “How the Fuck Did You Get That?”  

The tension rises as Mitnick’s exploits garner media attention. His

increasing fame complicates his life, leading to more reckless decisions as

he becomes a public figure within the reckless world of hacking.

16. Crashing Eric’s Private Party  

Mitnick's rivalry with another hacker, Eric Heinz (whose true identity is

revealed), intensifies. This chapter showcases their conflicts and the

dynamics of competition within the hacker subculture.

17. Pulling Back the Curtain  

Mitnick reveals more about the inner workings of hacking culture, providing

insights into how interconnected and complex the hacker community is,

along with its shared values.
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18. Traffic Analysis  

As he continues to evade capture, Mitnick employs advanced techniques in

monitoring digital communications. This chapter emphasizes the technical

side of his operations, showcasing his skills.

19. Revelations  

Mitnick’s identity and actions become more exposed, leading to significant

repercussions. The connections unravel, and he faces the reality of his

choices as his past catches up with him.

20. Reverse Sting  

The narrative takes a dramatic turn as law enforcement executes a reverse

sting operation. Mitnick’s encounters with agents blur the lines of trust and

betrayal.

21. Cat and Mouse  

The relationship between Mitnick and law enforcement becomes

increasingly tense. Each side plays a strategic game of cat and mouse, with

the power dynamics continually shifting.
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22. Detective Work  

The chapter shifts focus to the investigators, showcasing their methods and

the lengths they go to apprehend Mitnick, emphasizing the intense resources

devoted to capturing him.

23. Raided  

The climax builds as law enforcement finally raids Mitnick's sanctuaries,

underscoring the consequences of his actions and the stakes involved.

24. Vanishing Act  

After the raid, Mitnick successfully executes a daring escape, but the

emotional and physical toll of his criminal lifestyle weighs heavily on him.

25. Harry Houdini  

In a nod to the legendary escape artist, Mitnick employs ingenuity and wit to

evade capture once again, showcasing his resilience and resolve.

26. Private Investigator  
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As he lays low, Mitnick reflects on his life while navigating through the

world of private investigators and their relentless pursuit of truth.

27. Here Comes the Sun  

Mitnick experiences a moment of clarity, realizing the unsustainable nature

of his lifestyle. There is a sense of impending change brewing, hinting at

possible redemption or transformation.

28. Trophy Hunter  

In this chapter, the idea of trophies takes on new meanings, with Mitnick

collecting digital artifacts from his various exploits, paralleling his internal

quest for validation and recognition.

29. Departure  

A turning point arrives as Mitnick decides that escape can no longer be a

permanent solution. This chapter reflects on his feelings of isolation and

desire for a more meaningful life.

30. Blindsided  

Unexpected developments unfold as law enforcement increases pressure,
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leading to a narrative of betrayal and surprise captures that shift the

trajectory of Mitnick’s life.

31. Eyes in the Sky  

Surveillance technology becomes a defining theme. Mitnick grapples with

the fact that his every move is being monitored, driving the narrative

towards his eventual downfall.

32. Sleepless in Seattle  

The weight of his circumstances begins to take a toll on Mitnick, causing

sleepless nights filled with anxiety over his precarious situation, showcasing

the mental strain of living on the edge.

33. Hacking the Samurai  

This chapter dives into Mitnick’s reflections on ethics within hacking,

exploring the “samurai” code of conduct many hackers aspire to, adding

moral complexity to his journey.

34. Hiding in the Bible Belt  

Mitnick's quest for sanctuary takes him to less conventional places where he
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navigates through cultural contrasts and his quest for a quiet life away from

the chaos.

35. Game Over  

The narrative reaches a climax as Mitnick's time on the run comes to an

abrupt end, forcing him to confront the reality of his actions and their

consequences.

36. An FBI Valentine  

In a twist of fate, Mitnick reflects on his surprising relationship with law

enforcement during his capture, offering a unique perspective on adversaries

evolving into collaborators.

37. Winning the Scapegoat Sweepstakes  

Mitnick becomes a symbol of the consequences of hacking in media

portrayals, as his story gets distorted into that of a scapegoat for larger

societal issues regarding technology and security.

38. Aftermath: A Reversal of Fortune  

The conclusion of his story illustrates Mitnick’s life post-incarceration,
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focusing on reinvention and redemption. He emerges with newfound

purpose, focusing on educating others about the ethical use of technology.

In essence, Kevin Mitnick’s journey from a young boy with a penchant for

magic and chaos to a cautionary tale of computers and the law encapsulates

themes of identity, ethics, and redemption. Each chapter paints a vivid

portrait of the complexities surrounding hacking culture and its intersections

with society.
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