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About the book

In aworld where the demands of software deployment are ever-increasing,
"Kubernetes' by Brendan Burns serves as an essential guide to navigating
the complexities of container orchestration. This comprehensive resource
demystifies Kubernetes, the powerful system that automates the deployment,
scaling, and management of applicationsin containers, making it a
cornerstone of cloud-native development. With clear explanations and
practical insights, Burns invites readers into the transformative realm of
Kubernetes, equipping them with the tools to enhance agility, improve
efficiency, and innovate rapidly. Whether you're a seasoned developer or just
beginning your journey into the world of microservices, this book will
illuminate the path to mastering Kubernetes, revolutionizing the way you

understand and build modern applications.
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About the author

Brendan Burnsis a distinguished figure in the world of cloud computing and
container orchestration, best known as one of the co-founders of Kubernetes,
the open-source platform that has revolutionized the way applications are
deployed, scaled, and managed in cloud environments. With a strong
background in distributed systems and software engineering, Burns has
played a pivotal role in shaping Kubernetes' architecture and functionality
during histenure at Google. As athought leader and advocate for
cloud-native technologies, he has shared his insights through numerous
conferences, talks, and publications, further solidifying his status as an
authority in the field, while aso contributing to the growth and adoption of

modern DevOps practices.
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Chapter 1 Summary: 2. Creating and Running
Containers

### Chapter 2: Creating and Running Containers

Kubernetesis a versatile platform designed for creating, deploying, and
managing distributed applications. These applications vary in complexity
but always consist of multiple components, which run on individual
machines. To build a distributed system, the first step involves constructing

application containers that encapsulate the necessary code and libraries.

Application containers bundle a language runtime, libraries, and source code
into asingular unit. They typically depend on shared external libraries, like
libc and libssl, which are part of the operating system installed on a machine.
|ssues may arise if adeveloper'slocal environment includes libraries absent
in the production environment, leading to deployment failures. Traditional
deployment processes that rely on scripting are often fraught with
complexities, making it hard to ensure the required dependencies are

consistently available across machines.
In contrast, immutable images, exemplified by container images, help

manage dependencies effectively by providing encapsulation. Docker, the

primary container runtime engine, streamlines the packaging of applications

Dlgrid
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and allows them to be shared viaremote registries. This chapter utilizesa

simple example application hosted on GitHub to demonstrate these concepts.
#H## Container Images

A container image serves as a binary package containing all files necessary
to run an application within an operating system container. These images
can be created from your local filesystem or downloaded from a container
registry. The predominant format for container imagesis the Docker image
format, which comprises multiple filesystem layers. Each layer builds upon
the previous one, optimizing dependencies and changes.

#HH# Container Layering

A container image's architecture consists of a series of layers. For example:

1. Container A: A base operating system like Debian.

2. Container B: Built upon A, adding Ruby v2.1.10.

3. Container C: Built upon A, adding Golang v1.6.

Containers can be linked, with child containers inheriting from parent layers

while modifying or adding content. This layering allows different versions
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of applications to coexist efficiently.

#H# Creating Application Images with Docker

To automate the creation of Docker images, a Dockerfile provides the
necessary instructions. An example Dockerfile for building the kuard
(Kubernetes Up and Running Demo) image is given, illustrating how
lightweight dependency management can be accomplished using Alpine

Linux, resulting in aminimal image size.

Security is paramount when creating Docker images for production. Best
practices dictate avoiding hard-coded credentials since any fileremovedin a

layer still existsin prior layers, posing potential security risks.

#H#H Optimizing Image Sizes

When experimenting with container images, awareness of how Docker
handles layersis crucial for image optimization. Removing filesin higher
layers does not free them from the image, leading to unnecessary size
increases. Users must also be strategic about the order of layer changesto

minimize the need for extensive repushes during updates.

#HH Storing Images in a Remote Registry
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To share container images effectively, they should be stored in aremote
registry rather than local systems. This method reduces the risks of human
error associated with manual image transfers across a Kubernetes cluster.
Users have options between public and private registries, depending on

security needs and sharing goals.

Once an image is tagged for a specific registry, it can be pushed using
commands like "docker push’, making it accessible to the cluster or

community.
#tHt The Docker Container Runtime

Kubernetes interacts with Docker, which serves as the container runtime
responsible for constructing application containers based on specified APIs.
Deploying a container from an image is executed with straightforward
Docker commands, mapping local machine ports to container ports to enable

access.

##H Limiting Resource Usage

Docker provides mechanisms to restrict resource usage through cgroups.
This enables multiple applications to share hardware resources efficiently.

Memory and CPU limitations can be established using specific flags during

container deployment to ensure fairness and isolate processing power.
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#H# Cleanup and Maintenance

When images become obsol ete, they should be deleted to free space on your
machine. Docker allows for the removal of images either by tag name or
image ID. Users are encouraged to monitor images actively and can
implement garbage collection tools like Docker’ s image garbage collector

for automation.

#HH SUMMary

Application containers offer a streamlined method for packaging
applications, reducing dependency conflicts, and enhancing isolation. By
utilizing the Docker image format, developers can simplify the processes of
building, deploying, and distributing applications, making it an essential

paradigm in modern software development and operations.
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Chapter 2 Summary: 3. Deploying a Kuber netes Cluster

#i## Chapter 3. Deploying a Kubernetes Cluster

After successfully building an application container, the next step isto learn
how to deploy it within areliable and scalable distributed system, which
requires afunctional Kubernetes cluster. Thankfully, avariety of
cloud-based Kubernetes services simplify the creation of these clusters
through command-line instructions. For newcomers, using a cloud-based
serviceis highly recommended, as it provides quick access to Kubernetes
functionality and can serve as alearning platform for understanding its core

principles before transitioning to bare metal installations if desired.

However, cloud solutions require payment for resources and a stable
network connection. For those preferring local development, the minikube
tool allows usersto create a single-node Kubernetes cluster on their local
machines. Despite its advantages for development, minikube mimicsonly a
portion of what a complete Kubernetes environment offers. Consequently,
the recommendation is to start with a cloud-based service unless
circumstances dictate otherwise. For readersinterested in configuring a
cluster on bare metal, Appendix A provides guidance on assembling a

cluster using a series of Raspberry Pi computers with the kubeadm tool.
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##H Installing Kubernetes on Major Cloud Providers

1. Google Container Engine (GKE): To begin with GKE, you need a
Google Cloud account with billing set up and the "gcloud” tool installed.
Setting the default zone with the command “gcloud config set compute/zone
us-westl-a, you can create a cluster using "gcloud container clusters create
kuar-cluster’. After afew minutes, obtain cluster credentials via "gcloud auth
application-default login'. If further assistance is needed, detailed

instructions are available in the Google Cloud Platform documentation.

2. Azure Container Service Azure offers a hosted Kubernetes service
accessible viathe built-in Azure Cloud Shell in the Azure portal, where the
“az tool is pre-installed. Create a resource group with “az group create
--name=kuar --location=westus’, followed by a cluster using "az acs create
--orchestrator-type=kubernetes --resource-group=kuar --name=kuar-cluster .
Cluster credentials can be obtained with "az acs kubernetes get-credentials
--resource-group=kuar --name=kuar-cluster". Instructions for using

Kubernetes on Azure are provided in their official documentation.

3. Amazon Web Services (AWS) While AWS does not offer anative
hosted Kubernetes service, you can leverage ssimplified launch options. The
Heptio Quick Start for Kubernetes employs a CloudFormation template for a

straightforward setup. Alternatively, the project known as kops delivers

more comprehensive management solutions, with tutorials located on
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GitHub.

#Ht Loca Kubernetes Installation with minikube

For alocal development environment or those avoiding cloud costs,
minikube provides a straightforward method to set up a single-node cluster
aimed primarily at experimentation and learning. It operates withinaVM
and doesn't ensure the reliability found in adistributed system. Before using
minikube, a hypervisor (like VirtualBox for Linux/macOS or Hyper-V for
Windows) must be installed. Installation instructions and binaries for
minikube can be found on GitHub. Basic commands to start, stop, and delete

the minikube cluster are provided.

#H#H Building a Kubernetes Cluster with Raspberry Pi

For those who wish to construct a practical Kubernetes environment without
significant expenses, using Raspberry Pi computers can yield a cost-effective

cluster. Detailed instructions for this setup can be found in Appendix A.

##H Exploring the Kubernetes Client

The primary interface for interacting with Kubernetesis "kubect!”, which

allows users to manage Kubernetes objects and assess cluster health.

Command examples demonstrate checking cluster version and component
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statuses, such as the scheduler, controller-manager, and etcd, which serves as

the cluster's storage system.

#HH#H##H Checking Node Status

Commands such as "kubectl get nodes’ and "kubectl describe nodes help in
assessing the operational status and resource availability of nodes within the
cluster. Information such as node roles, system capacity, and current

workloads provides insights into the cluster's health and resource allocation.

#H# Cluster Components
Interestingly, many Kubernetes components are also deployed within the

Kubernetes framework itself. Key components include:

- Kuber netes Proxy: Routes network traffic within the cluster, often
managed via a DaemonSet.

- Kubernetes DNS. Facilitates service discovery, managed under a
replicated deployment to ensure resilience.
- Kubernetes Dashboard: A GUI interface for cluster interaction,

launched via “kubectl proxy™ to allow usersto visually manage and explore

the cluster.

#HH SUMMary
At this point, readers should have afunctional Kubernetes cluster and be

equipped with foundational commands for exploration and management. As
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mastery of kubectl will be crucial in subsequent discussions, the upcoming
chapter will delve into this command-line interface further. Additionally, the
concept of namespaces will be introduced as an organizational structure

within Kubernetes, akin to foldersin afile system.
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Critical Thinking

Key Point: Embrace the Cloud for Learning and Growth

Critical Interpretation: Imagine stepping into the world of technology,
where the vast resources of the cloud are at your fingertips. The key
point from this chapter emphasi zes the importance of utilizing
cloud-based Kubernetes services as alaunchpad for your learning
journey. Just as a cloud offers limitless possibilities, so too does
adopting these tools for developing your skills. Y ou can dive headfirst
into Kubernetes without the need for heavy investment or extensive
infrastructure. This approach not only accelerates your understanding
of distributed systems but also instills amindset of innovation and
adaptability. It inspires you to explore new horizons, unburdened by
traditional constraints, and to embrace change as a constant

companion in your personal and professional growth.
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Chapter 3 Summary: 4. Common kubectl Commands

### Chapter 4 Summary: Common kubectl Commands

In this chapter, we explore the fundamental commands of the kubectl comm
and-line utility, which is essential for managing K ubernetes objects and

interacting with the Kubernetes API.

#H#H Understanding Namespaces and Contexts

K ubernetes organizes its resources using namespaces, which can be
visualized as folders containing various objects. By default, kubect| operat
esin the "default" namespace, but you can specify a different one using the

“--namespace flag (e.q., "kubectl --namespace=mystuff’).

To change the default namespace for your kubectl commands more
permanently, you can create acontext. Contexts are recorded in the
configuration file located at "$HOME/.kube/config’, which also stores your
cluster's access credentials. Y ou can set a new context with a specific
namespace through the command "kubectl config set-context my-context
--namespace=mystuff", and activate it using "kubectl config use-context
my-context™. Contexts can also manage connectionsto different clusters or

user accounts.
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#H#H Accessing Kubernetes APl Objects

Every Kubernetes object corresponds to a unique HTTP path as a RESTful
resource. For example, the path
“https://your-k8s.com/api/v1l/namespaces/default/pods/my-pod” accesses a
specific pod. The most basic method for viewing these objects is through the
command “kubectl get’, which displays all resourcesin the current
namespace. Y ou can refine this command to gather specifics about

individual resources.

By default, kubectl formats its output to fit into single lines on the terminal.
However, you can opt for more detailed outputs using the "-o wide flag for
expanded details or retrieve the entire object in JSON or YAML format with
"-0json or -oyaml . The --no-headers’ flag helps to streamline outputs for

use with Unix pipes.

Moreover, JSONPath can be utilized to extract specific fields from
returned objects—for instance, retrieving a pod's | P address with “kubectl
get pods my-pod -0 jsonpath --template={ .status.podI P} ". For more
thorough insights about any object, the “describe’ command providesrich,

multi-line descriptions that include related objects and events.

#H#H Creating, Updating, and Deleting Objects
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K ubernetes objects are commonly represented using YAML or JSON files,
which can be sent to the server for creation or updates. For instance,
executing “kubectl apply -f obj.yaml creates an object based on the contents
of “obj.yaml", automatically determining its type from the file. Similarly,

updating the object is as straightforward as running the command again.

If quick edits are necessary, "kubectl edit™ will open the object’s current state
in an editor for modifications. However, once you're ready to delete an
object, running "kubectl delete -f obj.yaml™ removes it without confirmation,

and you can also delete objects by name and type.

#H## Labeling and Annotating Objects

Kubernetes alows you to tag objects with labels and annotations, which
help in organizing and managing your resources. For example, you can label
apod named "bar” with color by executing “kubectl label pods bar
color=red’. Note that by default, existing labels cannot be overwritten

without the "--overwrite flag, and labels can be removed using the syntax

"kubectl label pods bar -color".
#H## Debugging Tools

kubectl offers important debugging commands, such as "kubectl logs to

Dlgrid
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view logs from a running container. For pods with multiple containers, you
can specify the container using the "-¢” flag. To stream logs continuously,
add "-f*. Additionally, you can execute commands within a running
container using “kubectl exec -it <pod> -- bash’, which opens an interactive
shell.

For file operations, the "kubectl cp command allows for transferring files

between your local machine and a container.

#HHH Conclusion

This chapter provides a solid foundation in using kubectl for various
operations within a Kubernetes cluster. It covers essential commands,
organizing resources through namespaces and contexts, viewing and
managing objects, and provides debugging tips. For more information, you
can access built-in help with "kubectl help™ or "kubectl help

<command-name>".

Section Summary

This chapter discusses fundamental kubectl commands for managing

Overview Kubernetes objects and API interactions.

Kubernetes uses namespaces to organize resources, defaulting to
"default”. You can change namespaces with "--namespace’ or create
contexts to manage namespace settings permanently.

Namespaces
and Contexts
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Section

Accessing
API Objects

Creating,
Updating,
and Deleting
Objects

Labeling and
Annotating

Debugging
Tools

Conclusion

More Free Book

Summary

Use "kubectl get to access resources. Extend outputs with "-0 wide",
-0 json’, or -0 yaml'. JSONPath allows extraction of specific fields,
while "describe’ gives detailed object insights.

Objects are typically managed via YAML/JSON files. Use “kubectl apply
-f obj.yaml for creation/update and "kubectl delete -f obj.yaml" for
deletion. Quick edits can be made with “kubectl edit".

Labels and annotations help organize resources. Use "kubectl label to
add tags, but remember existing labels can't be overwritten without the
--overwrite” flag.

Debugging can be done with “kubectl logs’, "kubectl exec’, and "kubectl
cp for file transfers. Logs can be streamed and interactive shells
opened for running containers.

This chapter provides essential kubectl command skills and debugging
tips, with built-in help options available for further assistance.
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Chapter 4: 5. Pods

### Chapter 5: Pods

In this chapter, we explore the concept of Pods within Kubernetes,
emphasizing their role in managing containerized applications. Earlier
discussions focused on containerization, but in practice, it's common to
group multiple containers that work closely together into a single unit called

a Pod, which is deployed on the same machine for efficiency.
#H#H Understanding Pods

A Pod encapsulates one or more closely related application containers along
with shared storage volumes. An example includes aweb server container
paired with a Git synchronizer. While at first it might seem logical to
combine these into a single container, separating them is crucial dueto their
differing resource demands—namely, the need for the web server to
maintain high availability while the Git synchronizer may operate with
lower priority. This resource isolation ensures reliable performance for

applications.

Kubernetes manages Pods as the smallest deployable unit in its ecosystem,

ensuring that all containers within a Pod are co-located on the same physical

Dlgrid
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machine. This co-location also allows containers to share an |P address and
port space, enabling seamless communication between them via Linux

namespaces.
#H#H# Designing Pods

A frequent question when adopting Kubernetes is how to appropriately
structure Pods. A common mistake is to place a WordPress container
alongside its MySQL database in the same Pod, but this can lead to issues
with scalability and availability, as these components are not strictly
interdependent. Instead, it is generally advisable to ask whether the
containers can operate independently on different machines. If the answer is

yes, they should reside in separate Pods.

The chapter then goes on to describe how to create, manage, and delete Pods
using declarative configurations called Pod manifests, which define the
desired state of the application in a structured format like YAML or JSON.

#H# Creating and Managing Pods
Creating a Pod can start with straightforward commands using “kubectl ", and
the chapter provides an example of creating a Pod manifest for asimple

application (kuard). Kubernetes will handle scheduling this Pod to a suitable
node, monitored by a daemon called kubelet.
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To retrieve information about a running Pod, commands such as “kubectl get
pods can be employed to show basic status. For more detailed information,
the “"kubectl describe’ command reveals container specifics, recent events,
and operational statuses. Deleting a Pod follows a two-step process by first
marking the Pod for termination, allowing it to finish processing current

requests within a grace period before finalizing the deletion.
#HH# Interacting with Pods

Users may need to access their Pods to retrieve logs, debug applications, or

execute commands within the Pods. Methods include:

1. Port Forwarding: Thisalows local accessto aPod's service even if

not externally exposed.

2. Log Access: Utilizing "kubectl logs™ can provide real-time application

logs for monitoring.

3. Executing Commands: The "kubectl exec’ command can be used to

run commands directly inside a container.

4. Copying Files: Users can utilize "kubectl cp” to manage files between

local machines and containers.
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#Ht Health Checks

Kubernetes employs health checks to monitor application health,
distinguishing between liveness checks (ensuring the application is running)
and readiness checks (verifying it can accept traffic). Liveness probes can be
configured in Pod manifests to verify proper functionality using HTTP
requests, while readiness probes manage when Pods can receive requests

from load balancers.
#HH# Resource Management and V olumes

Effective resource management is fundamental in a production environment.
Kubernetes allows specification of resource requests and limits for each
container. This ensures that required resources are available while capping
how much they can consume. Properly defining these helpsin optimizing

utilization and maintaining application integrity under load.
Additionally, the chapter discusses persistent storage using volumes, which
are essential for data that must survive pod restarts. Various methods are

available for utilizing volumes, including:

- Persistent Volumes: For permanently stored data, independent of Pod

lifecycles.
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- Shared Volumes; For communication between containers.

- Cache Volumes: For improving performance without needing
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Chapter 5 Summary: 6. Labelsand Annotations

### Chapter 6: Labels and Annotations

Kubernetes is designed to evolve alongside applications as they increase in
size and complexity. To facilitate this growth, labels and annotations serve
as foundational tools that help manage and organize resources effectively,
allowing developersto align Kubernetes functionalities with their

application structure.

L abels are critical metadata in the form of key/value pairs attached to
Kubernetes objects (like Pods and ReplicaSets) which assist in
identification and organization. These labels are not only arbitrary but allow
grouping of resources based on criteria that devel opers find meaningful. The
philosophy behind labels draws from Google’ s experience managing
large-scale applications, leading to two central lessons: production systems
arerarely asingleton, and hierarchies imposed by users can change over
time. As applications mature, they often expand beyond initial deployments.
L abels allow groups of objects to be managed flexibly without being
hindered by fixed hierarchies.

For practical use, label keys must follow specific syntax rules: they can

consist of an optional DNS subdomain prefix (with a 253-character limit)

Dlgrid
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and a name no longer than 63 characters, while label values are simple
strings capped at 63 characters as well. An example table illustrates valid

label formats, showing different ways to specify the same information.

To demonstrate usage, the chapter outlines a practical scenario where
deployments for two applications, "alpaca’ and "bandicoot," are created
across various environments (production, staging, and testing) with
appropriately assigned labels. This results in deployments being easily
identifiable and manageable.

L abels can aso be modified post-creation. Applying labels does not
automatically alter the underlying Pods or ReplicaSets; changing the
template within the deployment itself is necessary for any updates to take
effect. The "kubectl” command line tool offers ways to manage deployments

and visualize labels, enhancing users' abilities to interact with the system.

L abel selectorsare crucial for filtering Kubernetes objects based on

their assigned labels using a Boolean language. For example, users can
retrieve Pods that share specific attributes, such as applications or versions,
employing both simple and complex queries. The chapter explains how to
use these selectors effectively and highlights the negative forms that allow

guerying objects that do not meet certain criteria.

When Kubernetes objects reference one another, aricher structure called ala
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bel selector is employed rather than a simple string. This approach supports
a broader range of operators, ensuring accurate matches for diverse

scenarios.

Annotations, on the other hand, are distinct from labels in that they hold
non-identifying metadata useful for tools and external systems. They allow
the storage of information about how objects function, their origin, and more

complex data types, such as JISON.

While both labels and annotations can seem overlapping, their use cases
diverge: labels facilitate object grouping and selection, while annotations
provide additional context and supplementary information. Examples of

annotations include metadata that helps track deployment status or versions.

Annotations maintain aflexible character, as they can accommodate varying
formats without validation, making them a double-edged sword; while

convenient, this flexibility can also lead to potential datainconsistency.
To conclude the chapter, areminder about cleanup emphasizes the simplicity
of removing Kubernetes deployments, promoting best practices, and proper

use of selectors to manage resources efficiently.

In summary, understanding labels and annotations is pivotal for efficient

resource management in Kubernetes. Proper implementation of these
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features unlocks the system's flexibility and equips developers with the tools

necessary to build robust automation and deployment workflows.
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Critical Thinking

Key Point: Labels enable flexible resource management

Critical Interpretation: Imagine if you could manage every aspect of
your life with the same flexibility and clarity that Kubernetes provides
through labels. Just as labels help developers organize complex
resources, you can apply the concept of labeling to your personal goals
and responsibilities. By categorizing your tasks and aspirations with
meaningful tags—like 'health,' 'career,' or ‘family'—you create a
dynamic blueprint for yourself. This approach encourages
adaptability, allowing you to respond to changing priorities and
opportunities without feeling overwhelmed by fixed paths. Just as
Kubernetes evolves alongside applications, you too can grow and

adjust your life with intention and purpose.
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Chapter 6 Summary: 7. Service Discovery

Chapter 7. Service Discovery

Kubernetes operates as a dynamic orchestration system, autonomously
managing the deployment, scaling, and rescheduling of containers called
Pods across nodes. While this dynamic nature allows for efficient resource
utilization and flexibility, it presents challenges in service identification and
connectivity—challenges that traditional networking tools weren’t designed

to address.
#Ht Understanding Service Discovery

Service discovery refers to the mechanisms and tools that help locate
services within adistributed system, allowing clients to identify which
processes are available, their addresses, and how to connect to them. An
effective service discovery solution needs to be low-latency, quickly
propagating changes, and capable of storing detailed service definitions,

such as multiple ports.
Traditionally, the Domain Name System (DNS) has been used for service

discovery on the internet, but its static design falls short in the highly

dynamic environment of Kubernetes. For example, many frameworks rely
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on DNS lookups that result in clients caching outdated information, leading
to issues when services change their host IPs or endpoi nts—something

Kubernetes does frequently.

### The Service Object

In Kubernetes, service discovery begins with the Service object—a
fundamental component that provides a way to name a dynamic set of Pods
through label selectors. To illustrate, using the "kubectl” command-line
utility, users can create a deployment and expose it as a service. This process
assigns a unique cluster |P that acts as a virtual endpoint to which the other

components of the system can route traffic.

For example, when creating and exposing deployments for "al paca-prod"
and "bandicoot-prod," the "kubectl expose’ command connects service
traffic to the corresponding Pods. The cluster IP enables |oad balancing by
directing traffic across all Pods associated with the service's selector based
on labels.

H#Httt Service DNS

Kubernetes integrates a DNS service for internal name resolution, which

alows services to be accessed viatheir names rather than their | P addresses,

eliminating issues with DNS caching. Each Kubernetes service is assigned a
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stable DNS address. For instance, the service "a paca-prod" can be accessed

as “alpaca-prod.default.svc.cluster.local .

#tt Readiness Checks

Applications typically require an initialization period upon startup where
they may not yet be ready to handle requests. Kubernetes addresses this by
allowing services to perform readiness checks on Pods. These checks ensure
that only Pods that are fully initialized receive traffic. Users can configure
setups to define how readiness is assessed, such asviaan HTTP GET on a
specific path.

#H# Exposing Services Externally

To allow traffic from outside the cluster, Kubernetes offers the NodePort
feature, which assigns a port on each cluster node that redirects traffic to the
specified service. This allows external users to access services without

needing to know the locations of Pods.

For more advanced exposure, especially in cloud environments, the
L oadBalancer service type automates the creation of a cloud load balancer,
directing traffic to service endpoints, further smplifying the exposure

Process.
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#tHt Advanced Detalls

Kubernetes is built to accommodate advanced integrations, allowing
developers more control and monitoring abilities through details like
Endpoints. The Endpoints object maintains arecord of the current Pods

linked to a service, enhancing service discovery capabilities.

For those familiar with traditional networking, Kubernetes also allows for
rudimentary service discovery through the Kubernetes API to retrieve the
| Ps of Pods manually according to labels, although this method is less

effective for larger deployments.

Another option for legacy applicationsis utilizing environment variables to
reveal service information upon pod initiation, though this method has
limitations in order dependencies during deployments, making the DNS
method generally more preferred.

### Cleanup and Summary

To remove all created objects at the end of the chapter’ s exercises, users can

quickly delete services and deployments.

In summary, while the Kubernetes environment introduces complexitiesin

service networking, leveraging its dynamic service discovery mechanisms
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unlocks powerful capabilities. Once services can discover each other
adaptively, the need to monitor the specifics of their locations diminishes,
allowing Kubernetes to manage these details intelligently and fostering a

more fluid application architecture.
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Chapter 7 Summary: 8. ReplicaSets

#i## Chapter 8: ReplicaSets

In previous chapters, we examined how to manage individual containersin
Kubernetes as Pods. However, these Pods are often single instances, which
limits our ability to ensure redundancy, handle increased loads, or perform
parallel processing. To effectively manage applications requiring multiple

Instances of a container, Kubernetes introduces ReplicaSets.

Under standing ReplicaSets

ReplicaSets are designed to maintain a specified number of identical Pods
running at any time. This approach provides redundancy, enabling the
system to tolerate failures, and supports scaling to handle more requests
simultaneously. By grouping Pods through ReplicaSets, users can manage

them as single entities rather than as multiple, separate Pods.

At its core, a ReplicaSet acts as a cluster-wide Pod manager, ensuring that
the desired number of Pods (or replicas) is maintained. Thisis done through
amechanism called areconciliation loop, which continuously monitors the

system's current state and comparesit to the desired state that the user
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defines (e.g., the number of replicas). If the observed state differs from the
desired state, the ReplicaSet makes the necessary adjustments—such as
adding or deleting Pods—to achieve equilibrium.

Key Concepts: Desired State and Current State

The reconciliation loop operates on the fundamental concepts of desired
state (the Pods we want in operation) versus current state (the Pods currently
running). For instance, if we want three replicas of a"kuard" Pod and only
two are currently running, the ReplicaSet will instantiate an additional Pod
to meet that requirement. This self-healing capability isintegral to

Kubernetes design, allowing systems to recover from failures automatically.

Decoupling Components

A critical theme within Kubernetes is decoupling, which fosters modularity
and allows components to be interchangeable. ReplicaSets manage but do
not own the Pods; rather, they use label queries to identify which Pods to
manage. This means they can adopt existing Pods, facilitating a smooth
transition from a single Pod deployment to areplicated service without

disruptive deletions.
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Operational Flexibility with Pods

One of the advantages of this decoupling is the ability to 'quarantine’ Pods
for debugging without entirely removing them from the ReplicaSet. By
modifying a Pod's labels, a misbehaving Pod can be detached from the
ReplicaSet, allowing for direct examination while the ReplicaSet

automatically generates a substitute Pod to maintain the desired state.

Designing with ReplicaSets

ReplicaSets are intended to represent scalable microservices, typically for
statel ess applications. All Pods within a ReplicaSet are homogeneous, and
their configurations are defined through aY AML specification. Essential
elements of this specification include naming, desired replicas, and a pod

template detailing how to create each Pod.

For instance, asimple ReplicaSet configuration file (like "kuard-rs.yaml")
specifies the desired number of replicas and the container image to be
deployed. The ReplicaSet controller uses this template to create new Pods

only when the current state dips below the specified number of replicas.

Scaling and M anaging ReplicaSets
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Scaling a ReplicaSet can be handled both imperatively (direct command
adjustments) and declaratively (through changes in configuration files).
Using the "kubectl scale’ command allows for quick adjustments but
necessitates that configurations in version control are updated concurrently

to avoid discrepancies during rollouts,

The ability to implement horizontal pod autoscaling (HPA) complements
manual scaling by adjusting the number of replicas based on resource
utilization metrics like CPU usage. For effective autoscaling, tools like the
heapster are required to monitor resource consumption.

Best Practices and Cleanup

When a ReplicaSet is no longer needed, it can be deleted using “kubect!
delete’. By default, this action will also remove al its associated Pods unless

the "--cascade=false” flag is specified, preserving the currently running Pods.

In Summary

ReplicaSets are essential for creating resilient, scalable applicationsin
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Kubernetes, providing automatic failover and simplified deployment
patterns. They serve as the backbone for any critical containerized
application, ensuring that even a single Pod can benefit from the robust
management features provided by ReplicaSets. Consequently, applying
ReplicaSets widely within a Kubernetes infrastructure is encouraged,
reinforcing application reliability and operational efficiency.
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Chapter 8: 9. DaemonSets

Chapter 9: DaemonSets

While ReplicaSets in Kubernetes are primarily utilized for creating multiple
instances of a service (such as aweb server) to ensure redundancy and
reliability, DaemonSets serve a different purpose: they ensure that asingle
instance of a Pod runs on every node in a cluster. This capability is crucial
for deploying system daemons, like log collectors and monitoring agents,

which must be present on every node to function effectively.

DaemonSets and ReplicaSets share fundamental similaritiesin how they
manage Pods—they both aim to maintain a desired state by ensuring Pods
are running as intended. However, the use cases for each differ significantly.
Use ReplicaSets when your application is not tied to a specific node and can
run multiple instances on a node without issues. In contrast, DaemonSets are

appropriate for workloads that require exactly one Pod per node.

When creating DaemonSets, Pods are assigned to nodes based on specific
criteria, such as node selectors. By default, a DaemonSet will deploy its
Pods on all available nodes unless restricted by node selectors. This pod
assignment occurs during the Pod's creation process, and the Pods are

managed through a reconciliation control loop that continuously checks the
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desired and observed states.

The process of creating a DaemonSet involves submitting a configuration
file to the Kubernetes API server. For example, deploying afluentd logging
agent across all nodes can be achieved with a straightforward YAML
configuration. Once applied, one can verify the deployment status and

ensure that each node has an active fluentd Pod.

There may be scenarios where you'd only want to deploy a DaemonSet
across a specific subset of nodes rather than the entire cluster. This can be
done using labels to select nodes that meet particular requirements, such as
having access to specialized hardware like GPUs or fast storage. Nodes can
be labeled using the “kubectl label™ command, and subsequently, node
selectors can be defined in the DaemonSet's configuration to restrict Pod
deployment accordingly.

An important aspect of managing DaemonSets is updating them. In versions
prior to Kubernetes 1.6, updates required manually deleting each Pod
managed by the DaemonSet to initiate the recreation of new Pods with the
updated configurations. However, from Kubernetes 1.6 onward,
DaemonSets can use rolling update strategies similar to those employed for

Deployments, allowing for smoother, less disruptive updates.

Additionally, the deletion of a DaemonSet can be performed with asimple
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command, but it’s crucia to know that thiswill also remove all Pods
managed by the DaemonSet. The "--cascade’ flag can optionally be used to
prevent the deletion of those Pods.

In summary, DaemonSets are an essential Kubernetes feature that smplifies
the deployment of Pods across nodes. They are particularly beneficial for
system-level tasks, ensuring that critical services like logging and
monitoring are consistently operational across the cluster. This automatic

handling of Pods, especialy in the context of dynamic environments with

antoscaling 1iNnder<scores the effectiveness and valiie of Kiibernetes in
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Chapter 9 Summary: 10. Jobs

Chapter 10 Summary: Jobs

In this chapter, we delve into Kubernetes's handling of short-lived tasks
using the Job object, ideal for one-off operations like database migrations or
batch jobs. Unlike regular Pods, which restart indefinitely regardless of their
exit code, Jobs create Pods that run to successful completion, making them

suited for transient workloads.
### The Job Object

The Job object is pivotal in managing Pods that operate based on a
designated template. It creates and monitors Pods, ensuring they successfully
complete their tasks. If a Pod fails, the Job controller generates a new Pod
based on the original template. Jobs work best in environments with
sufficient resources; otherwise, scheduling may fail. Importantly, in
distributed systems, some failure conditions might lead to duplicate Pods
being created for the same task.

#tH Job Patterns

Jobs primarily cater to batch-like workloads, where work items need
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processing. The default configuration sets up a Job with single completions
and parallelism. However, the Job can be configured to adapt to various
scenarios, which is summarized in Table 10-1, detailing different Job

patterns according to their “completions’ and “parallelism” parameters.
1. One Shot: Runs a single Pod to completion.

2. Parallel Fixed Completions: Utilizes multiple Pods running
simultaneously until a defined completion count is reached.

3. Work Queue Parallel Jobs Processes multiple items from a

centralized queue.

## Creating Jobs

One-shot Jobs can be created easily viathe "kubectl” command or using a

configuration file. Examples demonstrate a one-shot Job handling key

generation tasks, showcasing logging outputs and commands used to run and

manage the Job.

### Pod Failure Handling

When a Job fails, it may be due to various reasons, including application

errors or node failures. The Job controller attempts to recreate the Pod until

it successfully completes. Modifying configurations to control how failureis
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handled—such as changing restart policies—illustrates that users can
manage resources efficiently, preventing excessive resource consumption

from constant restarts.
#Ht Parallelism and Work Queues

To speed up processing, parallelism settings allow multiple Pods to run
simultaneously. The chapter elaborates on creating Jobs with controlled
parallelism, enabling faster key generation while managing system load.

Jobs are also tied to work queues, allowing consumer Jobs to process tasks
efficiently. The chapter presents detailed steps for setting up awork queue

using kuard, including queuing work items and configuring consumer Jobs

that retrieve and process these items until the queue is empty.

## Cleaning Up

After processing, the chapter concludes with guidance on cleaning up the
created resources in Kubernetes using labels, ensuring atidy and
manageabl e environment.

#H Summary

In essence, Kubernetes manages long-running and short-lived workloads

Dlgrid

More Free Book R
[0
Scan to Download



https://ohjcz-alternate.app.link/zWumPVSnuOb

seamlessly through the Job abstraction, which supports various patterns for
batch processing. While Jobs serve fundamental needs, they are a base for
more complex orchestration systems to build on, showcasing Kubernetes's

flexibility and capability in handling diverse task types.

More Free Book %‘\ R
Scan to ov-vnl


https://ohjcz-alternate.app.link/zWumPVSnuOb

Chapter 10 Summary: 11. ConfigM aps and Secrets

### Chapter 11: ConfigMaps and Secrets

In the realm of container orchestration, creating reusable container imagesis
vital for maintaining consistency across development, staging, and
production environments. This approach minimizes the complexities
involved in testing and versioning that arise when images must be recreated
for different environments. However, the challenge liesin customizing these
images at runtime without necessitating the creation of new versions. Thisis
where Kubernetes features such as ConfigM aps and Secrets become
invaluable.

ConfigM aps serve as a mechanism for providing configuration data to
workloads. These can range from simple key-value pairs to complex files,
allowing devel opersto adjust application behavior without atering the
codebase. ConfigMaps act like aminiature filesystem, providing aflexible

way to inject variable data into Pods at runtime.

### Creating ConfigM aps
ConfigM aps can be created in Kubernetes through various methods, either
imperatively from the command line or viamanifest files. For example, to

create a ConfigMap from a file named “my-config.txt’, one could use:
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“bash

$ kubect! create configmap my-config \
--from-file=my-config.txt \
--from-literal=extra-param=extra-value \

--from-literal=another-param=another-value

This command generates a ConfigM ap embodying both the file's contents
and additional literal key-value pairs. The ConfigMap essentially consists of
these key-value pairs, ready to be consumed by any Pod.

#Ht Using ConfigMaps
There are three primary methods to leverage a ConfigMap:

1. Filesystem Mounting: A ConfigMap can be mounted into a Pod as a
volume, with each entry turning into afile within the specified mount path.
2. Environment Variables Y ou can utilize ConfigMap data to set
environment variables for containers.

3. Command-Line Arguments Vauesfrom a ConfigMap can be

injected directly into command-line arguments for the container.

An example manifest ("kuard-config.yaml™) demonstrates these uses by

defining how to inject ConfigMap values into a Pod and utilizing them in the
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application through various methods.

HH Secrets

While ConfigM aps are well-suited for general configuration data, they are
not intended for sensitive information such as passwords or tokens.
Kubernetes provides Secr etsto securely manage sensitive data. Secrets
ensure that sensitive information does not get bundled with container

images, thus keeping them portable across various environments.

It's essential to note that Secrets require careful management; while
Kubernetes 1.7 improved security by enabling encryption and restricting
access to secrets, the potential for exposure still exists. Therefore, as best

practice, avoid storing secrets in version control.

### Creating and Consuming Secrets
Secrets can be created using the Kubernetes API or the kubectl command.
For instance, creating a TL S certificate secret involves fetching theraw TLS

files and then executing:

“bash
$ kubect! create secret generic kuard-tls\
--from-file=kuard.crt \

--from-file=kuard.key
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Once a Secret is defined, it can be consumed in a Pod via a secrets volume,
ensuring that the sensitive data is not stored on disk and is only accessible to
the designated Pods.

#H## Image Pull Secrets

A specific use case for Secretsisto facilitate access to private Docker
registries. Kubernetes enables the use of image pull secretsto store and
manage credentials for private image repositories, thus ensuring smooth

access without compromising security.

### Managing ConfigM aps and Secrets

Both ConfigMaps and Secrets are manageabl e via the Kubernetes AP,
employing standard commands to create, update, get, and delete these
objects. Updating either ConfigMaps or Secrets does not require restarting
the associated Pods if the application is configured to read the configuration

values dynamically.

### Conclusion

ConfigMaps and Secrets are critical for providing dynamic configuration in
applications, enabling developers to create flexible and reusable container
images. By separating the configuration from the application code, teams
can maintain areliable setup that scales across different environments and

use cases. This separation enhances the application's portability, security,
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and overall architecture.
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ConfigMaps

Secrets

Creating
and
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Secrets

Image Pull
Secrets

Managing
ConfigMaps
and Secrets

Conclusion

More Free Book

Summary

Importance of creating reusable container images for consistency across
environments, and the necessity of customizing images at runtime using
ConfigMaps and Secrets in Kubernetes.

Mechanism for providing configuration data to workloads, allowing
runtime adjustments without altering the codebase. Acts as a miniature
filesystem for injecting variable data into Pods.

ConfigMaps can be created via command line or manifest files; example
command demonstrates creating a ConfigMap with a file and literals.

Three primary methods: Filesystem Mounting (as a volume),
Environment Variables, and Command-Line Arguments.

Designed for managing sensitive information securely. Avoids bundling
sensitive data with container images and requires careful management
due to exposure risks.

Can be created via API or kubectl, ensuring sensitive data is not stored
on disk, with an example command for creating a TLS secret.

A specific use for Secrets to manage credentials for accessing private
Docker registries without compromising security.

Both are managed via the Kubernetes API, and updates do not require
Pod restarts if configured dynamically.

Highlights the importance of ConfigMaps and Secrets for dynamic
configuration, enhancing portability, security, and the overall architecture
of applications.
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Chapter 11 Summary: 12. Deployments

#H Chapter 12 Summary: Deployments

In this chapter, we explore the concept of Kubernetes Deployments, which
provide arobust framework for managing the lifecycle of application
releases in clusters. Up until now, we have learned to package applications
as containers, replicate those containers, and use services for load balancing.
However, to efficiently manage ongoing version rel eases—an aspect critical

for software mai ntenance—K ubernetes introduces the Deployment object.

#H# The Role of Deployments

Deployments act as an abstraction layer over individual software versions,
enabling easy transitions between versions of your application. They allow
for configurable rollout processes that monitor the health of new versions
and prevent failures during updates. The Deployment controller, which
operates within the Kubernetes cluster, automates these rollout processes,

thus permitting unattended deployments even from unreliable connections.

Historically, Kubernetes showcased its capabilities with the “rolling update”
command, allowing seamless application updates without downtime. Now,

the Deployment object encompasses this functionality.
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#H# Creating a Deployment

Initially, you might create a Pod using the command "kubectl run’, which
implicitly generates a Deployment object. Y ou can visualize this object
using “kubectl get deployments’. Furthermore, Deployments manage
ReplicaSets—the underlying components that contain the Pods. They ensure
that the designated number of Pods is maintained and can adjust
automatically to meet the specified desired state.

When scaling a Deployment, it’s essential to manage changes via declarative
configurations (e.g., Y AML files) rather than direct imperative commands.
This practice maintains consistency and allows for future modifications

tracked in source control.

#HH# Managing Deployments
Y ou can retrieve detailed status information on any Deployment with
“kubectl describe deployments’, which provides insights such as the current

replicas, rollout strategy, and historical events linked to that Deployment.

Scaling and Updating a Deployment: While you can scale a Deployment
using "kubectl scale’, it’s better practice to adjust your YAML configuration
file and apply the changes using “kubectl apply . This updates both the
desired and current states of the Deployment seamlessly. Similarly, updating
a container image follows the same procedure of modifying the YAML file

and applying the changes, which triggers arollout.
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#H# Rollback Capabilities

Kubernetes maintains a history of Deployments, allowing you to review
previous states and roll back to an earlier version if needed. The "kubectl
rollout undo” command enables reverting to previously known good
configurations, which is essential for quickly mitigating issues from broken

rel eases.

#H# Deployment Strategies
Two primary strategies for rolling out new software versions are:
1. Recreate Strategy: This approach involves terminating all existing
Pods for a Deployment and then re-creating them with the new image. It can

lead to downtime and is suitable for non-user-facing applications.

2. RollingUpdate Strategy: This method updates Pods incrementally and
isideal for servicesthat must remain available to users. It ensures trafficis

served while undergoing updates.

To customize the RollingUpdate behavior, you can set parameters like
"maxUnavailable™ (the maximum number of unavailable Pods during
updates) and "maxSurge (the maximum number of extra Pods that can be

launched), which helps balance speed and availability during rollouts.

#H#H Health and Timeout Management
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To ensure service reliability during updates, it’s crucial to incorporate
readiness probes that define when a Pod is considered healthy. The
"minReadySeconds’ parameter specifies how long a Pod must be ready
before another is updated, and “progressDeadlineSeconds’ ensuresthat a
rollout doesn’t stall indefinitely by marking it asfailed if no progressis
made within the designated time.

#H# Deleting a Deployment

To remove a Deployment, you can use either direct imperative commands or
declarative YAML files. However, it's important to note that deleting a
Deployment will by default cascade through and del ete associated
ReplicaSets and Pods unless specified otherwise.

#H Summary

Overall, Kubernetes Deployments are essential for managing the seamless
transition of application versions, enabling safe rollouts, and ensuring high
availability of services during updates. By utilizing deploying strategies and
rigorous health checks, Kubernetes allows devel opers to handle application
rel eases efficiently, supporting modern, agile software devel opment

practices.

Section Summary

Kubernetes Deployments manage application release lifecycles,

Introduction building on container packaging and load balancing.
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Summary

Provide an abstraction layer for version management, allowing safe
transitions and automated rollout processes via the Deployment
controller.

Use “kubectl run’ to create a Pod (which also creates a Deployment),
manage Pods with ReplicaSets and declarative configurations.

Retrieve status with “kubectl describe deployments’. Scale and update
using YAML configurations and "kubectl apply".

Kubernetes allows review and rollback of Deployments using "kubectl
rollout undo™ to previous stable configurations.

1. **Recreate Strategy**: Terminate existing Pods and recreate with
new image (downtime).

2. **RollingUpdate Strategy**: Incremental updates with no
downtime, customizable with ‘'maxUnavailable” and "'maxSurge’
parameters.

Incorporate readiness probes, manage Pod readiness with
‘minReadySeconds’, and prevent rollout stalls with
‘progressDeadlineSeconds'.

Use imperative commands or YAML to delete. Default behavior
cascades deletion to ReplicaSets and Pods.

Kubernetes Deployments are critical for managing application version
transitions and ensuring service availability, supporting modern agile
development.
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Critical Thinking

Key Point: The importance of automated rollouts and rollbacks
Critical Interpretation: Imagine navigating life with the same level of
fluidity that Kubernetes Deployments bring to application updates.
Just as Deployments enable seaml ess transitions between software
versions without service disruption, you can embrace change in your
life by automating your own personal growth processes. Adopt
strategies that allow you to learn from failures and efficiently pivot
when necessary, similar to how Kubernetes allows for quick rollbacks
when new releases don't go as planned. By framing change as an
opportunity rather than a setback, you create a resilient mindset that
permits continuous improvement and expl oration—even when the

path ahead seems uncertain.
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Chapter 12: 13. Integrating Stor age Solutions and
Kubernetes

### Chapter 13: Integrating Storage Solutions and Kubernetes

In the landscape of distributed systems, decoupling state from applicationsis
crucial for reliability and manageability, particularly in microservices
architecture. However, most complex systems inevitably contain
state—whether in databases or search engine indexes. As organizations
transition toward containerized architectures, integrating storage with these
systems becomes a daunting challenge. Kubernetes offers powerful
orchestration capabilities, yet marrying these benefits with stateful data has
historically posed difficulties.

#H# Key Concepts and Challenges

Building stateless applications is straightforward, but " cloud-native"
databases like Cassandra or MongoDB still require imperative setup steps,
such as defining ReplicaSets and managing cluster leadership. Moreover,
existing systems brought into Kubernetes introduce data gravity, meaning
they cannot be taken lightly in atransition, especially when they residein

external systems or cloud services rather than the Kubernetes cluster itself.
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This chapter explores diverse strategies for incorporating storage into
Kubernetes-based microservices, including importing external storage
solutions, managing single instances of databases, and utilizing Stateful Sets

for future stateful workloads.

#H#H |mporting External Services

Often, systems must integrate legacy databases that won't immediately
migrate to containers or Kubernetes. Representing these databases as
Kubernetes services provides significant advantages, such as seamless
service discovery and the ability to switch between legacy and containerized

solutions without altering application configurations.

Kubernetes allows external servicesto be integrated through “Service
objects. For instance, an external database can be established via an
External Name service that resolves to its DNS name. This method also
extends to cloud-managed databases. However, when an external service
lacks a DNS address, administrators can create a service without selectors
and manually populate endpoints, effectively redirecting internal traffic to
the external database.

One limitation of this approach is the absence of built-in health checks,

requiring users to ensure external service reliability independently.
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#H#H Running Reliable Singletons

To manage databases in Kubernetes effectively, a pragmatic approach is
running a singleton Pod that hosts the storage solution. This method offers
an easy alternative to complex replicated setups while remaining suitably
reliable for smaller-scale applications. Here, we illustrate running a MySQL

singleton as a Kubernetes Pod, emphasizing the use of PersistentV olumes.

A PersistentVolumeis essential to retain data across Pod lifecycles. We
define a PersistentV olume backed by an NFS server, followed by a
PersistentV olumeClaim to bind this storage to our MySQL Pod. By using a
ReplicaSet with a single replica, we ensure that the MySQL container can be

rescheduled in case of failures, just as with traditional server setups.

#H#H# Dynamic Volume Provisioning

Dynamic volume provisioning allows the cluster administrator to create
StorageClass objects that facilitate automatic storage allocation. When a
PersistentV olumeClaim specifies a StorageClass, Kubernetes provisions a
new volume dynamically. This feature simplifies the management of storage

resources without manual intervention.

#H#H K ubernetes-Native Storage with Stateful Sets
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Stateful Sets emerged to address the challenges of deploying stateful
applications in Kubernetes. Unlike ReplicaSets, Stateful Sets provide each
Pod with a stable identity and ensures ordered creation and deletion, crucial

for databases where the order of operations matters.

We examine using Stateful Sets to deploy areplicated MongoDB cluster. The
process begins with defining a Stateful Set object that includes persistent
volume claims and a headless service for unique Pod identities. Initiating
rs0" asthe replica set requires utilizing these persistent DNS names to

facilitate communication among members.
#H# Automating Cluster Creation

To streamline the initialization of the MongoDB cluster, we introduce an
additional initialization container. Using ConfigMaps, we can integrate
scripts into the existing MongoDB Pods to manage replication setup
automatically. This automation simplifies deployments and reduces manual

setup errors.
Moreover, we augment our Stateful Set definition to include volume claim
templates, enabling the automatic creation of persistent volumes for each

MongoDB instance in the set.

H#HHt Liveness Probes and Production Readiness
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Finally, we emphasize the importance of implementing readiness and

liveness probes to monitor the state of the database containers. These checks
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Chapter 13 Summary: 14. Deploying Real-World
Applications

### Chapter 14: Deploying Real-World Applications

In this chapter, we transition from discussing various Kubernetes API
objects to applying them in the real world through the deployment of actual
applications. We'll explore three significant applications—Parse, Ghost, and
Redis—demonstrating how to leverage Kubernetes to create reliable
distributed systems.

#H# Parse: Cloud API for Mobile Apps

Parse is an open-source API server that ssimplifies data storage for mobile
applications. Originally developed by Facebook, it was shut down but |ater
revived as an open-source project. To set up Parse in Kubernetes, we need a
MongoDB cluster running in a Stateful Set, which was previously outlined in

Chapter 13, along with a Docker account for image storage.

Setting Up Parse:

1. Clonethe Repository:
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- Run “git clone https://github.com/ParsePlatform/parse-server” to get the

Parse server code.
2. Build and Push the Docker I mage:

- Navigate into the directory and build the identity using Docker:

cd parse-server
docker build -t ${ DOCKER_USER}/parse-server .
docker push ${ DOCKER_USER} /parse-server

3. Configure and Deploy:

- Create a Kubernetes Deployment using a Y AML configuration that sets
necessary environment variables, including database credentials. This will
ensure the Parse server can communicate with MongoDB.

4. Expose the Service:

- A Kubernetes Service definition will make the Parse server accessible.

5. Testing:
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- Ensure that the deployment works and consider securing it with HTTPS

for production readiness.

#H#H Ghost: Blogging Platform

Ghost isamodern blogging platform built in JavaScript that provides a sleek
interface for content management. It can work with SQLite or MySQL for

data storage.

Configuring Ghost:

1. Create a Configuration File:

- Set up “ghost-config.js for development with parameters such as

database specifications and server URL.
2. Using ConfigM aps:

- Save the configuration as a Kubernetes ConfigMap. Thiswill allow

Ghost to access its configuration settings in the container.

3. Deployment:
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- Define a Kubernetes Deployment that includes the volume for the

ConfigMap. Launch Ghost using the command line.

4. Scaling with MySQL.:

- Toincrease reliability, switch from SQLite to MySQL by updating the
configuration and creating the database in your MySQL cluster.

5. Final Deployment:

- Scale Ghost by adjusting the replicas in the deployment configuration

file, enhancing its availability for handling more requests.

#H#H Redis: In-Memory Key/Vaue Store

Redisis known for its high performance as an in-memory key/value store
and is often used for caching. When deploying Redis, we leverage the
Kubernetes Pod abstraction for managing both the Redis server and Redis

sentinel, which monitors the system and handles failover.

Configuring Redis:
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1. Create Configuration Files:

- Write separate configurations for the master and replicas as well as for

the sentinel.
2. Initialize Deployment:

- Create wrapper scripts that determine if a Pod should run as master or

dave.
3. Using ConfigM aps and Ser vices:

- Package the configurations into a ConfigMap and create a service for

Redis discovery.
4. Deploying with Stateful Sets:

- Leverage Stateful Sets to deploy the Redis cluster, ensuring ordered

creation and stable identifiers for networking.
5. Testing the Cluster:

- After deploying the Redis cluster, run tests to confirm that data

replication is functional between the master and slave nodes.
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##H Conclusion

This chapter illustrates how to deploy real-world applications using
Kubernetes, employing varied concepts learned in previous chapters. We
successfully configured and managed services like Parse, Ghost, and Redis,
showcasing the effective usage of Kubernetesin building reliable and
scalable applications. By demonstrating these practical applications, this
chapter aims to solidify understanding of Kubernetes as a valuable tool for

modern software deployment.
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Critical Thinking

Key Point: Deploying Reliable Distributed Systems

Critical Interpretation: Asyou venture into the world of Kubernetes,
the ability to deploy reliable distributed systems becomes not just a
technical skill but a metaphor for handling challengesin life. Just as
Kubernetes allows you to manage applications seamlessly across
various environments, the lesson here inspires you to build resilience
and adaptability in your own life. When faced with obstacles, think of
how systems like Parse or Redis maintain stability through
configuration and testing; similarly, your ability to pause, reassess,

and adapt will keep you rooted and thriving in the face of uncertainty.
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Chapter 14 Summary: A. Building a Raspberry Pi
Kubernetes Cluster

### Appendix A: Building a Raspberry Pi Kubernetes Cluster

Kubernetesis a powerful platform primarily used in cloud computing
environments, but building a physical cluster using low-cost single-board
computers like Raspberry Pis offers a tangible understanding of its
operations. This chapter details the process of constructing a small
Kubernetes cluster using Raspberry Pi devices, enabling hands-on
experimentation with Kubernetes functionality, particularly its self-healing
features.

#HH# Getting Started: Parts List

To create afunctional four-node cluster, you will need several components.
The estimated cost for assembling a four-node setup is around $300, which
can be reduced to $200 for a three-node cluster. Below isthe parts list:

1. Four Raspberry Pi 3 boards (or Raspberry Pi 2) — Approx. $160

2. Four SDHC memory cards (8 GB minimum, high quality) — $30-50
3. Four 12-inch Cat. 6 Ethernet cables— $10

4. Four 12-inch USB A—Micro USB cables—$10
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5. One 5-port Fast Ethernet switch — $10

6. One 5-port USB charger — $25

7. A stackable case for Raspberry Pis— $40 (or DIY)

8. Optiona USB-to-barrel plug power supply for the switch — $5

Purchase high-quality memory cards to prevent instability in the cluster.

#i#H Flashing lmages

The next step isto prepare the SD cards with an operating system. The
Hypriot project provides convenient images with Docker preinstalled.
Download the latest stable image, write it to each memory card using
appropriate instructions for your operating system (macOS, Windows, or

Linux), and ensure all cards are consistent.

#H# First Boot: Master Node

After assembling the cluster, choose one Raspberry Pi to act as the master
node. Insert the memory card, connect it to a display and keyboard, and
power it on. Log in using the default credentials (username: “pirate’,

password: "hypriot’).

| mportant: Change the default password immediately to enhance security.
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#H#H Setting Up Networking

1. WiFi Configuration: Edit the "/boot/device-init.yaml” file to input

your WiFi network credentials. Reboot the device to verify connectivity.
2. Static | P Address Configure astatic | P for internal networking by
editing "/etc/network/interfaces.d/ethO’. Set the IPto "10.0.0.1°, and reboot
the device.

3. DHCP Server Installation: Install a DHCP server to allocate IP

addresses to the worker nodes:
apt-get install isc-dhcp-server

Configure the DHCP settings to encompass the address range of your

network.

4. Network Address Trandation (NAT) Allow nodes to access the
internet by enabling IP forwarding in “/etc/sysctl.conf™ and applying

“iptables’ rules.

After setting everything up, connect the additional Raspberry Pisto the
switch. They should be assigned addresses like "10.0.0.3" and "10.0.0.4",
respectively.
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##H Extra Networking Configurations

For ease of use:
- Edit “/etc/hosts' on each node to map names to their | P addresses.
- Set up passwordless SSH using public key authentication for smoother

access between machines.
##H Installing Kubernetes

With all nodes operational, install Kubernetes by running the following
commands on each node as root:

1. Add Kubernetes package encryption keys.

2. Configure the package source list for Kubernetes.

3. Update packages and install Kubernetes tools:

apt-get update
apt-get upgrade
apt-get install -y kubelet kubeadm kubectl kubernetes-cni

#Ht Cluster Initialization

On the master node, initialize Kubernetes using:
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kubeadm init --pod-network-cidr 10.244.0.0/16 --api-adverti se-addresses
10.0.0.1

Follow the provided command to join worker nodes to the cluster. Validate

the setup by executing:

kubectl get nodes

#H#H Setting Up Pod Networking
For communication between pods, integrate Flannel for network
management. Download the appropriate configuration file, edit it for ARM

architecture support, and apply it using:

kubectl apply -f kube-flannel.yaml

#H#H Setting Up the Kubernetes Dashboard
Install the Kubernetes Dashboard to access a graphical user interface. Use:

DA SHSRC=https://raw.githubusercontent.com/kubernetes/dashboard/master

Dlgrid
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/
curl -sSL $DA SHSRC/src/depl oy/kubernetes-dashboard.yaml | sed
"samd64/arm/g" | kubectl apply -f -

To access the dashboard, run “kubectl proxy™ and navigate to
“http://localhost:8001/ui .

H#HHH Conclusion

By following these instructions, you should have a fully operationa
Kubernetes cluster on your Raspberry Pis. This hands-on experience not
only allows the exploration of Kubernetes features but also provides a
platform for experimentation by simulating real-world scenarios—such as
network failures or node reboots—thus deepening your understanding of

container orchestration.
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